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Online Safety and appropriate content

Dear Parents,

During recent discussions it has come to our attention that many of our pupils have access to
a range of video streaming sites and apps, such as YouTube, YouTube kids, Twitch, Netflix
and Amazon Prime. When used appropriately there is a range of valuable content on these
streaming services and so it is important that our children can access them safely.

We also have a lot of our pupils from age 5 upwards accessing online games through a range
of devices. This includes some inappropriate content and access to both text and voice chat
features.

Because of this access to content designed for older age groups and to themes that they do
not always understand, we are beginning to see some inappropriate actions and language in
school.

This is a significant concern for us as a school and as part of our safeguarding responsibility
we will be taking a range of actions in order to support our pupils’ understanding and future
choices.

How school will be supporting

e Since September we have delivered sessions with our children at an age appropriate
level designed to give them an understanding of appropriate relationships and how to
treat each other. We will continue to use these sessions.

e We will be using Purple Mash and our broader Cornerstones curriculum to support
children in making good choices and keeping themselves safe online.

e There is lots of useful information for any parents wanting to know more about
streaming services and online gaming at www.nationalonlinesafety.com. We have
attached some useful examples to the end of this letter.

e There are also good resources produced by the NSPCC and Childline that support
parents in understanding online gaming and the risks involved. Links are embedded
here but we will also post them on Class Dojo.

e Where children do discuss themes in school that are not appropriate for their
understanding or age, we will support them in understanding this and communicate
with parents.

e We have spent time supporting our children in understanding our school rules and the
expectations that are linked to them. We have also clarified the rewards and sanctions
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with all children again recently and will be implementing these consistently across all
areas of school.

What we would like parents to do

We ask that parents take the time to look at the apps and websites that children are using
and decide whether they think each is an appropriate tool for the age of child. There may be
ways to make these apps safe such as using parent settings, child friendly versions or insisting
that children only access certain apps when there is an adult in the room.

There are lots of apps and games freely available and used by a large proportion of our pupils
that also offer a lot of opportunities to communicate with others online. It is always good to
have greater knowledge of these games or apps and www.nationalonlinesafety.com have a
wealth of resources for this purpose. They produce parent and carer guides for most popular
apps and games, all available under the guides tab for free with a free registration.

If you have any concerns about how to support your child in accessing age appropriate
content then please do get in touch with the school and we may be able to help.

Thank you

Darren Hooley


http://www.nationalonlinesafety.com/

At National Online Safety, wes belisve in smpowering parents, carers and trusted adults with the information to hold an informed conversation about online sofety with their children, should they
fee it it needed. This guide focu ses on one of many apps that we belisve trasted adults should be aware of, Please visit www.nhationalonlinesatety.com for further guides, hints and tips for adults

What Parents & Carers Need to Know about

> YOUTUBE -

YouTube is a video-sharing social media platform that allows billions of people around the world to watch,
share and upload their own videos with a vast range of content -~ including sport, entertainment,
education and lots more. It's a superb space for people to consume content that they‘re
interested in. As a result, this astronomically popular platform has had a huge social

INAPPROPRIATE CONTENT

YouTube is free and can be accessed
via numerous devices, even without
creating a YouTube account. Some
content is flagged as ‘age-restricted”
(requiring the user to be logged into an
account with a verified age of 18), but

4 children can still view some mildly
inu?pvppriute material. This can include
profanity and violence, which some
young users may find upsetting.
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CONNECT WITH STRANGERS

YouTube is a social media platform
which allows peoEu to interact with
other (usually unknown) users. Account
holders can leave comments on any
video they have access to, as well as
messaging other users directly.
Connecting with strangers online, of
course, can potentially lead to children
being exposed to adult language, to
cyberbullying and even to encountering
online predators.
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SUGGESTED CONTENT

YouTube recommends videos related to

what the user has previously watched on & ™

their account, aiming to provide content

that will interest them. This is intended to

be helpful but can also lead to

| bln(ao-wulchlng and the risk of screen
addiction, especially if ‘auto-play’ is

| activated. Users without an account are
shown po?ulur videos from the last 24
hours, which might not always be

ullablc for children,

impact: influencing online culture on a global scale and creating new celebrities.
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HIGH VISIBILITY

Content creators can also be put at

risk - especially young ones who try to

make their online presence as visible

as possible. Creating and uploading

content exposes children to potential

harassment and toxicity from the

comments section, along with the

possibility of direct messaging from

strangers. Videos posted publicly can be
8 watched by anyone in the world.
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TRENDS AND CHALLENGES

YouTube is teeming with trends,
challenges and memes that are fun to
watch and join in with. Children often find
these immensely entertaining and might
want to try them out, Most challenges
tend to be safe, but many others may
harm children through either watching or
cop{ingv The paintul“salt and ice

hallenge’, which can cause injuries very
quickly, is just one of many such
examples.

SNEAKY SCAMMERS

Popular YouTube channels regularly have
scammers posing as a well-known
Influencer in the comments section,
attempting to lure users into clicking on
their phishing links. Scammers
impersonate YouTubers by adoptin:

their names and profile Iimages, an
sometimes offer cash gifts or ‘get rich
Tick‘ schemes, Children may not realise
t %l these users are not who they claim
to be.

APPLY RESTRICTED MODE

Restricted Mode Is an optional setting that
prevents YouTube from showing inappropriate
content (such as drug and alcohoel abuse, graphic
violence and sexual si luatlons? to underage
viewers. To prevent your child from chancing
across age-inappropriate content on the

latform, we would recommend enabling

estricted Mode on each device that your
child uses to access YouTube. M

CHECK OTHER PLATFORMS

Influential content creators usually have
other social media accounts which they
encourage their fans to follow. Having an open
discussion about this with your child makes it
easier to find out how else they might be
following a particular creator online. It also
opens up avenues for you to check out that
creator's other channels to see what type of
content your child is being exposed to.
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TRY GOOGLE FAMILY

Creating a Google Family account allows
you to monitor what your child Is watching,
U?Ioadin and sharing with other users. It
will also display their recently watched videos,
searches and recommended videos. In general, a
Google Family account glves you an oversight of
how your child is using sites like YouTube and
helps you ensure they are only accessing
appropriate content.

MONITOR ENGAGEMENT

YouTube is the online viewing platform of
choice for billions of people, many of them
children. Younger children will watch
different content to older ones, of course, and
react to content differently. You may want to
keep an eye on how your child interacts with
content on YouTube - and, if applicable, with
content creators — to understand the types
of videos they are interested in.

CHECK PRIVACY SETTINGS

YouTube gives users the option of uploading
videos as “private’ or ‘unlisted’ - so they could
be shared exclusively with family and friends,
for example. Comments on videos can also be
disabled and channels that your child is
subscribed to can be hidden. If your child is only
uploadlnP videos that are protected as 'private’,
they are far less likely to receive direct

messages from strangers. =
el B
<

LIMIT SPENDING

Ithough YouTube is free, it does offer some
n-app purchases: users can rent and buy TV

l&
shows and movies to watch, for example. If

you're not comfortable with your chil
purchasing content online, limit their access to
our bank cards and online payment methods.
onr:qrents have discovered to their cost that
a child happily devouring a paid-for series
quickly leads to an unexpected billl
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\What{ParentsjkICarersiNeed|tolknowlabout:

YOUTUBEKIDS

YouTube Kids is a child-friendly version of YouTube which offers a colourful and easy-to-navigate )
environment that’s suitable for young children. This app is easily accessible and available for mobile e j
devices, which can be downloaded without needing the YouTube app on the device. Despite YouTube t

Kids seeming like a very child-friendly platform, it has raised concerns over its advertising and
inappropriate content seeping through the curation process.

i u P
Download the YouTube Kids
app and connect your own ,
YouTube channel. 2% 2 : ik
Input your child’s name, -
age and birth month.

you want to include for your
child based on their age and
your own personal choice.

If you decide to approve
the content yourself, the ' A
app will present you with D . > ‘ R
sample videos for you to : ' . 3
accept and reject.

Once you've made your : " 7
choice, you're ready to use - : ,
the app! : ‘ .

4 Advice for rents & Carers {

REMOVE ADVERTISEMENTS 7 | BEWARY OF UNSUITABLE CONTENT W DISABLESEARCHOPTION @

y Like YouTube, adverts on YouTube Kids are also YouTube Kids has a far lower chance of @_-, YouTube Kids allows you to disable the search
quite pervasive. If you decide you don‘t want your showing unsuitable material than YouTube, feature, which you may find useful in preventing

. child being exposed to adverts, you can subscribe but there are still orts of malicious users e your child from unintentionally finding

| to YouTube Premium which will remove adverts on deliberately uglood ng lnoﬁgroprlcle content. e-inappropriate content. Doing this will aiso
YouTube Kids. However, it's worth remembering It's im ant that your child feeis able to talk to give you more control over what your child is
that this doesn’t block adverts that content % you if they were ever exposed to upsetting watc! In?. It‘s also worth noting that setting an
creators decide to make as part of their content, “% content in the future. it's also safest to report ™ age limit will ensure that your child is only
and children are still able to access channels inappropriate videos: tap the three dots in the oxposed to recommended videos that are
from branded fast food or toy companies. 4 corner of the video and select ‘Report’. deemaed suitable for their age group. 1@(

- T . ~ -

RESTRICT VIEWING TIME & o] MONITOR WATCH HISTORY WATCH TOGETHER &
The YouTube Kids app provides you with the YouTube Kids has also made it possible for = It's important to make YouTube Kids a fun and
option of nttlng lép a timer to monitor and parents and carers to see what their children /3~ positive oxrorienco for your child, This may require
limit your child’s daily usage, which are watcmng on the app by clicking on the : spending time llndlnﬂ channels and content that
automatically stops the video when it ‘Recommended’ icon on the top right of the ou and your child will enjoy and benefit from. Try
reaches the sot time. it may be best to make home screen. It may aiso be worth having a ntroducing tamilr seossions where you can share
use of this feature to provent screen look at what your child has recently watched the most on{oyob © videos that you and your child
addiction - which can potentially lead to by clicking on their history t e red bar on have recently watched. This can be a gnat way of
children staying ur too late, atfecting their the video shows how much of video has giving you and your child many new things to talk

mood and concentration the following day. been watched. about with each other.
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AtNational Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation about online
safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for further guides, hints and tips for aduits.
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Know the Risks

Inappropriate videos

When watching onvideo streaming apps; itis
difficulttofilterthe contentthatis outthere: For
instance, when a childiswatching a YouTube

STREAMING
APPS & SITES

Satety Tips

Ensure that children are at the right age to use the
app. Most video streaming apps require users tobe at
least 13 years old. Be clear on what apps and sites

vid b recc ns forof children can use. Encourage them to never participate
\ similar videos. Theriskis even higherwith videos in online discussions that are offensive and never
which are live, as children could be watching interact with strangers or people they don't trust.
inappropriate contentinredltime. ) \_ )

ot wihsngers [0

Video streaming apps or sitesincrease the risk of Check the privacy setting of children’s app. Ensure
children communicating with strangers online. For that for whichever app theJl are using, the settings
example, most YouTube videos allow users to are set to private and disable comments if
comment on the video. Whilst children could be applicub?e. Furthermore, set screen time
watchingsomethinginnocent, the comments: restrictions via the app or the device to limit
section can be used by groomers to tryanddirect children’s use.
them towards private messaging: ) 8

G e reiconroe [

Children can easily fall into ‘binge=watching® on Activate parental controls your child's devices and

video streaming apps which canimpdcton sieep, apps. This will prevent them from accessi

mood and their ability to concentrate on other content they shouldn't. For instance, on Netflix,
things. The autoplay function can makeit difficult create a kids profile. This way they will only be able
tofindtime for a break and often the recommend= to view videos appio riate for their age group.

ed content is similar to what children are already’ Likewise, use YouTube Kids over YouTube or apply

\_ watching based onthe algorithms used- ) restrictions and turn off features suchas uutoplay)

. b / Screen addiction

In addition to binge-watching; mostvideo
streaming apps are available across all devices with
an internet connection which canmeanincreased
screen time. Popularapps, suchas Netflixand
Amdzon Primeé; have hugelibraries of contentwhich
can mean hours of viewing time dnd potentiallyless
time spenton ledrning, playing outside orinteraction
\_ withfriends and family. Y,

eo, they will Eet recommendations for'other

( Video streaming apps and sites can allow
people to share activities and hobbies with
others in real time or watch their favourite
films and TV shows online. There are different
types of video streaming services. Twitch is
used for watching others play video games in
real time; you can watch YouTube live and
watch Netflix, Amazon Prime or Apple TV with
friends and family. Video streaming has
gained popularity in the last few years
because there is a sense of community when
watching with others and people can o
comment on videos and ask questions in
real-time.

Before allowing children to access a video
streaming u;;p, spend some time browsing through
its content. Familiarise yourself with how it works,
what content is available and what your child wants
to watch. Check-in regularly and ask what they
enjoy watching and how it makes them feel.

Action & Support [

Report inappropriate content

Our Expert

; ¥ y Parven Kaur

If a child comes across inappropriate content or
something that makes them feeluncomfortable on an
app such as YouTube, you can report the content and the
person who has uploaded the content to the platform. Ifa
stranger is looking to engage with your child, block them
L and report them.

Parven Kaur is social media expert
and digital media consultant who is
passionate about improving digital
literacy for parents and children.
She has extensive experience in the
social media arena and is the
founder of Kids N Clicks;aweb
resource that helps parents and
children thrive in a digital world.

Have an open and honest conversation

Adults can review the TV shows and films that have
been watched many video streaming apps. If a child
seems upset or shocked by something they have seen
or if you are concerned about anything they’ve viewed,
try to talk to them about it and have an open and honest
conversation to help understand any concerns.

Encourage other activities

If you think a child is spending too much time on a video
streaming ug , try to foster their interest in other
activities or hobbies away from their device. Encourage

them to get outdoors, play with friends, play board A - A
\games or just simply spend more time together with you)

www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety
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AtNational Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation about online
safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for further guides, hints and tips for aduits.
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What are they? | Satety Tips
‘Gaming Streamers &> M ©

9
I Man) 1 r > h Be sure to teach kids the difference between what's
< n uencers YouTube to broad selves. ) real and honest, or fake and untrustworthy online.
7~ N\ example, isor 3 ouTubekidsisfor Photoshopping fake images and videos and
Streamers are people who stream underi3s; t bragging about themselves online is unfortunately

themselves gaming, drawing, making things nt. me emselves t quite commonplace soitis difficult to tell what is

etc. for people to watch on the internet. con they: real or fake. People with large followings can be
Usually this will be done live, and others are stream|ive) promoting unhealthy or unattainable lifestyles to

4 a 3 o elgleflefe]: appe children to boost their own online influence.
able to chat with them in real time while they Gnddoes o R

do so. Influencers are social media stars who
hold influence over the people that follow
them, like a kind of trend-setter or
taste-maker, who companies often pay to
promote their products. A streamer could | § d of There are filters that can be put in place to blockouta
also be considered an influencerin their e g lot of aduit contenton ﬁ:’reurping snesi Just make sure;
] e 1l
\_ il J , Pros : hey may not Yoo parameters and keep tack of wh they re seaing
L I yourself. Usually, parental controls will be located in
the settings portion of an account’s menu.

JADAGAMING : Aereste e, =
Check age settings ::

mers doemp Both YouTube and Twitch state that they are not
Uil ¢ in eir: suitable for children under 13 years old, but other
ns, t 2 e ) sites might be different. YouTube Kids, for example,
e is for ages 13 and under, and offers much of the
same kid-friendly content that YouTube does
without the risk of running into something improper)

Affiliate links

Keep an eye out for affiliate links in social media posts
and tags like #ad. UK influencers have to follow the
CAP Code for advertisin? standards, but many don't.
It can be hard to tellwho is working through
legitimate channels becauseit's almost impossible
toregulate. N!un( streamers encourage fans to buy
merchandise through online shops and stores.

-

Our Expert
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discovered flouting industry r
audiences to enhance thei

T Gambies aete g;‘;&?,::‘.,";",",%:,‘g tdices Mark Foster has worked in the gaming
industry for 5 years as a writer, editor
and presenter. He is the current

Initiate an open dialogue with your child about the kind of content i f i
they'reeonsgmh gg e. Askcyloboutm*hvoudtestronm and gam!ng editor OF tV.VO of the b'ggeSt
gaming news sites in the world,

herth?zellhat eir rsumlﬂesorthegamesﬂw
0 nl\t‘l‘ll'l.!il shyuhr:;eébtl:s&rtigmgelves oglho uv\m:ﬂm ysst because i d bibl
socialmedia stars doiit, it can ulsobedumugb:g. UNILAD Ga mmg and GAMINGbible.
Starting gaming from a young age

with his siblings, he has a passion for

fyou sus| a streamer might be taking advantage of their audience, [

s opecia sea dmlgmnyww?g | advartage & e understanding bowgames and tech

do not hesitate to block and report them. Frst, block work, but more importantly, how to
< cenr?ls.eoimmediutelymthepoieeor local authorities with the make them safe and fun.

\ evidence of what you've seen. 2
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were claiming that mor of children in the USA'play, itYAs'a sandbox,titie}
R ive|| it lets/players create their,own
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. s AI Roblox is one of the most popular, vldoagamu on the market.|By, 2020, the game s makers

9
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ONLINE DATERS

Roblox encourages players to 98 These are also called ‘ODers’

communicate online ﬁncludln a . and are quite common in Roblox. An

group chat facility). This could expose y > ODer is an individual who joins a game with

children to risks such as scammers, online the intention of finding someone fo date
redators, harassment, griefers and more. o ) online ~ and eventually meet in person. Such
he in-game chat has some filters, butisnt | . : online dating is oqolml the Roblox

perfect: players can still send harmful { . community guidelines, but this usuall

messages to others - such as general doesn't deter ODers. Some player-bul

». hostility -~ while predators can reach out to Roblox game worlds have even been
children directly. dol:‘lgnod with online dating specifically in
} \ mind.

8 L ] : proal =
' PUBLIC SERVERS : IN-APP PURCHASES

Roblox has private or VIP servers .
which allow people to piay exclusively _ ¥ :‘,’12':’.2; REIy e (:sownload

with their friends, but this costs money.
Most Roblox players will instead be ony g::'e are l':fﬂe ht‘gt"::k?;:!'b l"‘lg'y:'rs

ublic servers that anyone can join. Servers
gon host games whlchylocuc on‘all kinds of o lr: the 9‘;’;‘:' I:'tzeu)r(\ac;'l?::eﬁ:“en real
aspects, Including direct player interaction. Rom'the I'F:- il cunenz Y to
Some games and servers, therefore, will put = g ("

spend on cosmetic items in the gome,
4 ::\rlé?‘r::r:n &':no;!'::l::' Contact from a'l::l some private or VIP lefvengullo ’

- have a cost.

. ’w » Advice for Parents & Ca
‘ VU — — e Se -
SET PARENTAL CONTROLS 2 DISABLE PRIVATE MESSAGING & , 3 PRIVATE SERVERS

Roblox comes with several parental control opti = lox's frtvote ging f ion raises the i your child has some genuine friends to play Roblox
which are explained well on the game’s official risk of children being contacted by poorlo they online with, for a private or VIP server decreases
website. it's essential to enter the correct date of birth rnag not want to speak with ~ potentially x the risk of contact strangers. Even then, however,
for your child, as that allows Roblox to automatically leading to bullylng, harassment, toxicity and -~ Some pl could invite other = who might not
?pﬁy thomopda!e chat filters. The e also scama pts. The game ou to disabl necessarily be chiid friendty - into the server. If
lows and carers to set monthly spending messages from anyone who hasn't been added your child [s a Roblox fan, it's Important to talk with them
restri and monitor their child's account. as a friend on your child’s account, regularty about who they are playing the game with.
¢

MONITOR SPENDING <0\ | DEALING WITH STRANGERS

If they don’t understand they're using real money, it's easy for At some point In their development, your child will need l;)? A ‘
children to id Ily spend a sizeable amount in the game. learn how to deal with strangers online. Show them how to v “&a'\
U:Ing parental controls to place limite on their spending wili help ™% f . . block and report any users who are ug\umng them or askin, b ¢
avold any nasty financlal surprises. Ensuring that you have = uncomfortable questions. Talking to them about what's OK to discuss ol
two-factor authentication on your payment accounts also makes it ! - and what they should never tell a stranger online ~ will help them

harder for your child to spend money inadvertently, understand how to communicate with other people online safely.

] R = e O Fi
Meet OQur Expert \ ’ : .

Clare Godwin (a.X.a. Lunawolf) has worked as an editor and 7 \ N t I
journalist in the gaming industry since 2015, providing - 3 i a lona
websites with event coverage, reviews and gaming guides. N > -

She Is the owner of Lunawolf Gaming and is currently n 'ne

working on various gaming-relatad projects including / S 4 4 ®
game development and writing non-fiction books. S afety
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